Mpoocwnikd dedopéva eival kKGBe MANPOPOPIa MOU aVAPEPETAl OE Eva GTOHO Kal TO MEPIYPAPE!, OMwG OVOHATENOVULIO,
nAIkia, Katoikia, endayyeAud, OIKOYEVEIOKN KATAOTAON, EKMAI®EUON, OIKOVOUIKA Katdotaon, K.A. Ta Mpoowrnikd oou dedopéva

AIQ=H HAEK/NIKOY ETKAHMATOX

NMPOZOMIKA AEAOMENA

xpnoipornolovvtal oe kaBnpuepivi Baon, kaBwg eou nepinyeioal oto Aladiktuo.

Tl NA NMPOZEXETE;

H avwvupia oto Aiadiktuo kai n duvatdtnta dnpioupyiag WelTiKwy MPo@iA, odnyei 0To va pnv §EPOUNE MPAYHATIKA e NOIOV EMIKOIVWVOUE.
AVIpeg XpnolpornoloUv NPo@iA Pe YUVAIKEIQ XapaKTNPIOTIKA Kal TO avtioTpopo, Npoonabuviag va anoondcouv Td NMPOCwriKA OToIXeid evog

naidioy Kal va To napacUpouy.

Mpotpéyte to Naidi va pnv xpnoiponolel elkoAoug kwdikoUg NPdoBacng otig 1I0TooeAidES MoU eyypAPETal, GNwg NPEPOUNVIES YEVVNONG.

AiaBdote toug dpoug xpong TwV 1I0TOcEAIBwY NMou eMICKENTETal Kal eyypdgetal to naidi 0ag (1otooeAideg KolvawVviKng dIKtuwong, ota forums Kai

Ta 10TOAGYI0). ZTN CUVEXEID CUOTNOTE Kal oTo Mnaidi 0ag va KAvel To idio.

YupBoulelote to naidi oag va un dnpoaielel pwrtoypagieg N Bivieo nou de Ba €deixve oe avBPWMOUG OToV «MPAYHATIKG KOoUo» h nou Ba

pnopoUoe va to pépel oe dUokoAn B€on dtav YeyaAwaoEel.

Toviote tou 6t n dnpoaionoinon UAIKoU (pwtoypagies n Bivieo) mou agopd tpitoug, anaitei oe kGBe nepintwon tv adeid Toug.

Epdoov to naidi diabétel to dikd tou IotoAdyio, BeBaiwbeite 6T To nNepiexdpevd tou dev eival UBPICTIKG N PATOICTIKO.

Kai pnv §exvate éu npénel npota £oeig ol yovei¢ va akolouBeite toug kavéveg ac@aloug nAonynong wote va Sivete To
napadeiypa ota naidid oag... okePteite NG Ba éviwBe to Naldi oag av eve To NApotpUVETE va NPOoPUAACCEl TIG NPOCWNIKES TOU
pwroypapicg eocig tig aveBdalete oto Facebook; AiIddEte oto naidi Nwg 6Nw¢g oupnepiPpépetal otnv npaypatikn {wn, £tol Oa

npénel va cupnepi@épetal Kal oto Aladiktuo.
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N CHAT ROOMS

Q
QD N
% Me tov 6po chat rooms (dwpduia emkoIvwviag) avapepdpacte oe dIAdIKTUOKOUG XWPOUG MOU EMTPENOUV TNV GUECN
Kal O€ MPAYHATIKO XpOVo enikolvewvia YeTagl dUo N NePIOOOTEPWV XPNOTWV.

XPHZIMEZ ZYMBOYAEZ A NA BOHOHZOYME TA MMAIAIA MAZ NA ANMO®YIOYN TOYZ KINAYNOYZ TA CHAT ROOMS:

EvnpepwBeite yia to npwtdkoMo enikoiveviag nou xpnaoiporoleital ota chat rooms (emoticons, greeklish, akpwvipia). Aképun kalUtepa
{nthote and to naidi oag va oag sknaidevoel!!!

Yulnthote pe ta Naidid oag yia Ty 3pactnpIéTnNTd Toug ota chat rooms, noia chat rooms eniokéntovtal n noia Ba NBeAav va eniokePToly, yia
T B¢pata oulntdve K.AM..

EvBappuvete ta naidid oag va 0ag HIANGOoUV Yia TouG VEOUG EIKOVIKOUG TouG PiAoug.

E€nynote toug yiati oto Aladiktuo dev Mpénel va euniotedovial dtopa nou dg yvwpidouv otnv MPaypatikn Toug {wn Kal dev MPEMel va Toug
anokaAuntouv MAnpogopieg (M.x. apiBud tnAepwvou, dielBuvon Katoikiag n dvopa oxoAeiou) yia ta idia N TNV OIKOYEVEIG TOUG.

MIAACTE ToUG OXETIKA pe Toug MBavoug KivdUvoug Tou diadiktuakoU ekpoBiopoy, TNg anonAdvnong, TG UNMOKAOMNG MPOCwNIKWY deDOPEVWV Kal
NG avtaAAayng avappUooTWY PWTOYPAPIV.

Mpotpéyte ta va 0ag avapépouv kaBe MePINTwon Mou €xouv UMoatel omoloudnMote €idoug MAPeVOXANCN N CUUMEPIPOPA MOU Ta €Kave va
ai0B8avBouv aunxavia n eépo.

Mapakiveiote ta Naidid 0ag va XpNoiponololy PeudmVUUO TO oroio Opwe dev Napanéunel otnv NAIKIa n to GUAO Toug.

A1d4ETe Ta Naidid 0ag Ng va otdouv avtiypago piag ouvopiAiag Kal Mg va anokAgiouv./va ayvooUuv KAMolov Kal Va avapéPouv KAT avappooto
otov dlaxelpiotn tou chat room.

Y& kGBe nepimtwon to KAeIdi ival n enikolvevia pe ta naidia!!! Aev Ba npénel va aioBdvovtai 6t edv toug oupBei kdt kak6 Ba BewpnBolv
unevBuva. AvtiBeta, npénel va aicBdavovtal 6t ol yoveig toug Ba dei§ouv katavénon kal Ba ta BonBroouv va aviPETwNicouV Toug KIVOUVOUS Kal
va xpnaolpornoinoouy to Aladiktuo pe acpaAeia.
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CYBERBULLYING

O ynpIakog ekpoPiopog eival onoladnrote Npagn ekpoPiopoy, emBeTIKATNTAG, MAPEVOXANONG, TPOHOKPATIKNG N QUTAPXIKAG
o OUPMNEPIPOPAS MOU NMPAyHATOroleital PECw Tou AIdIKTUOU Kal TwV KIVNTWVY TNAEPWVWY, n oroia enavaiapBdvetar avd
TOKTd N dTtakta Xpovikd diaotipata. XToxog Tou entiBéuevou eival va npokaléael {npid n va BAdyel to Bupa tou.

nQxz EKAHAQNETAI

AnootoAn aveniBupntwy punvupdtwy pe uBpiotikd-npooBAnTIKO-0e§oUalikd-aneANTIKO -eKBIACTIKO MEPIEXOUEVO.

E} npooBANTIK®V enuwV online (n.x. 10T00eAIOES KOIVEOVIKNG JIKTUWONG).

chhpnon o€ TPITOUG KAVOVTAG avaptNoel§ N atélvovtag email Xpnaoiponoiwviag Toug Kwdikoug npdoBacng tou Bupartog.
Kptnon PpwTtoypaIwv-Bivteo oto Aladiktuo, IotooeAideg, blogs, chat rooms.

mmq KANOEIG KAl SMS OTO KIVNTO TNAEPWVO.

MUpyia 10T00€AIdWV MOU OTOXOMOIoUV OUYKEKPIUEVA ATopd KaAwvtag dAoug va dnpooieloouy punvupata picoug.

H anootoAn 10V (e181kwV kakOBoUAwV Npoypappdtwy trojan horses (SoUpelol iMMol) pe OKomMo TNV UNOKAOMN KWOIKWY.
Mméq otn didpkela evag dladpactikou online naixvidioy.

TI NIPOTEINOYME ZE MNEPINTQZEIZ EKAHAQZHZ CYBERBULLYING;

H enikoivwvia pe to naidi eival to kAeidi! Eival onpaviiko va akoUoETE MPOOEKTIKA T Aéel To naidi yia TG online eUneIpieg Tou Kal va eNIOKEPTEITe
TIG 10T00gAIBEG NMou To Naidi 0ag eMioKENTeTal.

©a npénel va Kpatnoete OAa Tta arnodeIKTIKA OTOIXeia Ki OxI va ta diaypdyete. Eival xpnoipa oe pia mbavn ynelakn digpelivnon Toug anod
AieiBuvon Aiwgng HAektpovikoU EykAnpatog.

Yuxvd, autog nou kavel cyberbullying gival KAMoIog yVwotog autou Mou To UioTtatal. e authv Ty NePINTtwaon eival oNPAVTIKG va evnpepwBouv
ol YOVEiG Tou naidiou yid TN CUMMNEPIPOPA TOU Kal TOo oxoAeio tou (ieuBuving-kabnyntng).

Y€ MePIMTWOEIG OMoU N NMapevOXANGN EMIJEVEI KAl MPOEPXETAl ANd AYVwOTO arooTtoAEd, UMOPEITE va KatayyeileTe To Nepiotatiko otn AielBuvon
Aiw&ng HAektpovikoU EykAnpatog.

Zntote tn BonBeia evog eidikoU oe TETolou gidoug Beparta (WuxoAdyou).
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MEZA KOINQNIKHZ AIKTYQZHZ

ONPIOUPYNOOUV  MPOOWIKEG OeAideg, va avtaAd§ouv MANPOMOPIEG Kal MEPIEXOUEVO, VA EMIKOIVGVAOOUV Kal Va
31a0KkedA0OUV PECW EPAPHOYWYV Kal MAIXVIDIKV, XwpIG va S1aBETouV eEEIBIKEUUEVES TEXVIKEG YVWOEIG.

: Me tov 6po Méoa Kolvwvikng AIKIUwong avagepOUaoTe O 10TOTOMOUG, OTOUG Oroioug Ol XPNOTEG propouv va

O1 nio dnpo@IAeig 10TooeAideS KoIvaVIKNG dIkTUwaong eival to Facebook, to Twitter, To Instagram kai o Youtube.
Aépe NAI otn xpnon twv Méowv Kolveviking Aiktdwong, aAd akodouBvtag Bacikolg Kavoveg.

AKOAOYOOYN XPHZIMEZ ZYMBOYAEZ lNA NA BOHOHZOYME TA [AIAIA NA AMO®YIOYN TOYZ KINAYNOYZ TQON MEZQN
KOINQNIKHZ AIKTYQZHZ:

Meivete kovtd ota naidid oag Kal eunAakeite oe KABe d1adIKTtuakn Toug dpactnpidtnta ota Méoa Kolvwvikng Aiktiwang pe Tov 810 Tpdro nou
KAVETE OTIG OPUOTNPIGTNTEG TOU OXOAEiou.

Agigpwarte Aiyo and to xpdvo oag yia va nepinynBeite og autd.

OuunBeite éu n anaydpeuon odnyei, cuvnBwg, oe avtiBeta anoteAéoparta.

E€nynote ota naidid oag yiati e dnpoacionoloUpe UAIKO e MPOowIKA dedopEva pag oto Aladiktuo.

Na éxete undyn oag ot yia o,udnmnote dnpoocisloupe ota Méoa Kolvwvikng AIKTUwong anornoloUUacTe Ta MNVEUPATIKA JIKAIWUATa.

YupBouAeuote ta Naidid oag va pnv dnpoaionololy TNy Kabnpepivi toug dpactnpidtnta ota Méoa Koivavikng Aiktiwong péow tng diadikaciag
check in. To id10 10xUel Kal yia TNV avdptnon GToypaIwV, OTIG oroieg gaivetal kaBapd To oniti ToUg, To OXOAEI0 N TO PEPOG NMou ouxvAlouyv.

Toviote ota naidid oag 6t dev ePNIOTEUOUAOTE dtopa ta onoia Oev yVwpi{oUPE Kal aTtnv Npaypatikn {wn.

Mpoooxn anaiteital kal otig NANPOPOPIEG NMou diVOUPE Kal oTo Meplexdpevo (apxeia, eikdveg, Bivieo) mou avtaAAAoCouUpE e orolovONmote
XpNotn tou AladIKtUou. AKOpN Kal o1 YVwaoToi Pnopei va anodeixBouv dyvwaotol!

Anotpéyte ta naidid oag va cuvavinBouyv e dtoua Mou yVwpIoav PEow twv Méowv Kolvwvikwv AIKtdwong.

Katd t dnpioupyia tou Aoyapliacpou, cupBouléyte ta naidid oag va emAéyouv ac@alei§ KwdIKoUg Kal Va NPayuatornoincouyV TG anapaitntes
pUBpIcEIG anopPNTOU WOTE 0 Aoyaplacudg Toug va gival NepIooOTEPO AoPANnG.

Av avoAngBeite 0T €xouv KAEWel Tov Aoyapliaopo cag N Twv NaidicdVv 0ag, avaPEPETE TNV KAOMN TOU AoyaplaopoU OTo PECO KOIVGVIKNG
JIKTUWONG PECW TNG MPOTEIVOUEVNG and auto diadikaaiag (report).
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AIAAIKTYAKA MAIXNIAIA

00
1 Ta d1adiKtuakd naixvidia eivar diodidotata n tpiodidotata naixvidia mou naidovtal atov NAEKTPOVIKO UMOAOYIoTH
@ N oTIG NAIXVIOOPNXAVES Kal, HEOW Tou d1adIKTtUou, 0 XpNoTng pnopei va naidel kar va aAAnAenidpd oe €vav eviaio,
EIKOVIKO KOOMO.
— -

O kdopog mou neplypdpouv de OTAPATA MOTE Kal UQpiotatal akopa Kal otav o naiking dev eival ouvdedepévog. Oi B1adIKTUOKES
dUVATOTNTEG EMITPEMOUV TNV TAUTOXPOVN EMIKOIVGVIa XINIAdwWV MAIKTWV, arnd SIaQOPETIKEG XWPEG Kal MoAITtIopIkd unoBabpo, Kal tv
aMnAenidpaon Toug.

Eniong, npoo@épouv éva 1oxupdtato cUCTNHPA CUVEXWY avIdpolBwyV PEoa and nioteg Kal avtauolBEG, HEoa O Evav KOOHO MOU CUVEXWG
e€eliooetal kal epnAoutidetal. Ta d1adIKtuakd Naixvidla KpAtave Toug Naikteg o€ eypnyopan, Kai eival oXxedIaopEva Yid va NpooeAKUoUV
peydAoug apiBpoUsg NalKTwy, eV Ta TeAeutaia Xpovia anoteAolyv pia Eexwpiotn Poda.
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EOIZMOZ

01 €peuveg deixvouv OTI N CUVIPINTIKN NAEIOWNPia TwV XpNOTWV Tou 81adIKTUoU Nou Napouaciddouv Katdxpnon
n €B10p06 oe autd, eival Naikteg d1AdIKTUAKWY NAIXVIOIWV.

ZYMMTQMATA MNOY MPEMEI NA MAZ MPOBAHMATIZOYN

To naidi aoxolAeital ouvexwg pe o d1adiKTUO, MAPAPEADVIAG OUXVA TIG UNOXPEWOEIG TOU.

To naidi €exviétal ouxvd otov unoAoyloTth Kal dev éxel cuvaioBnon Tou xpAvou Mou avaAVel 0 AuTOV.

Mpotupud ta naixvidia oto diadiktuo, and to va cuvavtd GiAoug tou, e anotéAecpa Va anopovavetal.

Méptel n andédoon Tou oto oXoAeio.

To d10di/KTUO TO aNAcxoAei aKOPA Kal TNV WPa Tou Gayntou n tv wpa nou diaBdadel.

Avtdpd noAU veupikd, Bupwpéva n eniBetikd dtav kKanolog To diakontel and to naixvidl n and t oculhtnon nou éxel online.

Zevuxtd ouxvd yia va pével ouvdedepévog/ cuvdedepévn oto d1adiKtuo.

©a npénel Aoinév va napatnpnooupe Ta Mpoegidornointikd onpddia, va avudpdooupe Kal va Bpoupe €vav tpdro Olaxeipiong g
katdotaong, Bétovtag éva nAaiolo WoTe va anopakpuvoupe to naidi n tov €épnfo and t pévipn aoxoAia tou pe to d1adikTuo.

EminAéov, eival anapaitnto va éxouv tebei kanoleg Bdoeig waote dtav to naidi gprdver otnv epnPeia, va undpxouv opia. MNa va undpgouv
wotdéoo opla Ba mpénel Kal ol yoveig va pnopouv va diaBécouv tov anapaitnto xpdvo yia va cupBouléyouv Kal va kateuBuvouv

KatdMnAa to naidi. O okondg pag eival va BonBnooupe ta naidid pag va avanti§ouv Ta idld TOV aNapaitnto autoéAeyxo Kal
autonelBapxia avagopikd pe T xpnon tou Aiadiktiou.
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NMOPNOIPA®IA ANHAIKQN

Ano ta ouxvotepa adiKNPATa Mou avtpetwnidel N Ynnpeoia pag pe tnv ndpodo twv TEAEUTaiwy ETWV gival autd
k g nopvoypagiag avndikwv, t™g npoofoAng tng yevetnoiag afionpéneiag avhAikwv kai o
S1081KTtUaKOG ekBiacpdc kai e§avaykaopdg naidicov (sextortion).

Ta naidid noAéG popég ouvopiAoUv BIadIKTUOKA pe Gtopa mou O yvwpidouv vopidoviag 6Tl MIAGVE PE KAMOIO YVwOoTO. YTn CUVEXEIQ,
anootéA\ouV Ta MPOCWIKG TOUG OTOIXEId, OMWG OVOATEN™VUHO, d1euBUVOEIG, TNAEPwWVIKOUG apiBuoug, avefalouv (upload) n anootéAouv
(send) pwtoypapieg TOUG KAMOIES POPES e MPOKANTIKG MEPIEXOPEVO N OKOUA CUVAVTIOUVIAl e Ta GTopa auTd.

Ta ouykekpiyéva dtopa, Ta oroia XapaktNpidovtal WG «aprnaKTKdA», ekpetaAevovtal tv Naidikn dyvold, MPOKEINEVOU VA IKAVOroINcouv
peMovTikd Tig anexBeic opéeig Toug.

O diadiktuakdg exBlacpodg Kal e§avaykaopdg naidicv éxel AGBel peyaAeg diaoTtAoelg Ta TeAeutaia Xpovia. To GpalvOPEVO, YWwaoTo Kal WG «sextor-
tion», avagépetal oe xpnon NANPOPOPIMV N EIKOVWY 0e§OUAAIKNG PUOEWS and Toug KuPBepvoeykAnpatieg pe okomod to BUpa va napdyel
NpwTOTUNo UAIKG, va KataBdAel xprpata n va npoBei oe GAeG evépyeles.

Ol APAZTEZ TON ETKAHMATQN AYTHZ THZ MOP®HZ EXOYN KYPIQZ AYO KINHTPA

 2e€0UaAIKO evdlapEpov

» OIKOVOpIKS eVOIAPEPOV

MpOKeIUEVOU VA AVTIUETWMIOTE! TO WG Avw paivopevo, ol Apxég EnBoAng tou Népou oto advolo twv Kpatwy — MeAwv tng Eupwnaikng Evewong
£vwoav TG SUVAEIG TOUG HE ETAIPEIEG TOU IDILTIKOU TOPED MPOXWPNOAV OTNV EKOTPATEING evnpépwang «#Say NO» («Meg OXI»).

ZXETIKOi CUVOEGHOI:
(Exkotpateia tng Europol)

(Bivteo tng ekotparteiag)

Y& nepintwon nou kdnolog noAitng néoel BUpa diadiktuakou exBiacpou Kal e§avaykaopou dev Mpénel va NMANPWGE! Kal Va VIPAnel va avagépel
TO YEYOVOG OTIG ACTUVOUIKEG APXES.

2YIKEKPIMENA MNMPOTEINETAI NA AKOANOYOHZEI TA NMAPAKATQ BHMATA

Na pnv unokUyel otoug ekBlacpous Kal va pnv NAnpaoel tinota.

Na avalntnoel Bonbeia.

Na cuMéegel TG anodeieig kal va pn diaypdyel tinota.

Na otapathoel Ty enikoivevia Kal va InAokdpel To dtoplo.

Na katayyeilel To NePICTATIKO.

EAAHNIKH AHMOKPATIA

Ynoupyeio Mpootaciag Tou MoAitn

APXHI'EIO EAAHNIKHZ AZTYNOMIAZ
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NMOPNOIPA®IA ANHAIKQN

YMBOYAEZ

H eniteugn owotng enikoivwviag Petagu yovicv Kal naidicv eival MPwWIAPXIKOG Napayoviag.

ZNUavukn gival N eNonteia Twv CUOKEUWY Kal TV anoBNKEUTIKWY JECWY aUTWV.

KaAd eival va yvwpilete anoé npiv toug Kwdikoug NpdoBacng ata ekactote Npo®il- Aoyapiacpous ota oroia sloépxetal To naidi.

KaAd eival naidid veapng nAIKiag pIkpotepa Twv dekateaodpwy (14) etwy, va pn diafétouv Aoyapiacpous o 10TOCENIDES KOIVWVIKNG BIKTUWONG.
Na anogeutyetal «to avéBacpax (upload) n n avagopd o Kamnola cudATtnon, MPOCWIIKWY CTOIXEIWV.

Ano@uyn aveBAcpatog N anootoAng PWTOYPAPIWY UE AOEUVO MEPIEXOLEVO.

Y& nepintwon «aveBAopatog» anAng pwToypapiag e KAVOVIKO MEPIEXOUEVD, Va Unv aneikovidovtal eudidKpITa 0 auth Ta MPOCWd TwWV
naidicdv, N vxa gival Je pJakpivin Anyn.

Na pn yivetal anodoxn wg ¢ihog/n, Ayvwotwy atopwy, oe NPoQiA n Adoyapiacpoug nou tuxdv diaBetouv ta naidid.
O1 @ilol nou diaBetel to Naidi og KAMoIo NPOPIA va gival OVo YVWOToi Kal otnv fpayuatikn {un.
Anoguyn avoiyuatog oroloudnnote cuvdgopou (link), dyvwotng npoéAeuong.

YupBouAelete ta Naidid yia TNV ano@uyn Xpnong KAUERAg, KUPIwG dtav n cuvopiAia yivetal e dyvwaota Atopa, XwpIg TNy napousia oag.

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAdag
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
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AIAOHMIZTIKEZ NArIIAEZ

Epgaviotnke pAvupa-diapnpion nou cag {ntdel va KATAXWPNOEIE TO KIVNTO cag yia va
AéBete pépog oe diaywviousd;

MoAAEG POPEG Ta PNVUPIATA AUTA UMOPE va gival MapanAavnTikd Je oKomno va oag xpewaouv. [N’ autd av,
natwviag oe KAnolo dia@nuICTIKO pnvupa, Bpebeite oe oeAida nmou {ntd mpoownikd oag dedopéva,
eAey€te To NpooeKTIKA.

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungloknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAGSag
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
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AIAKINHZH ®APMAKQN MEZQ) AIAAIKTYOY
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210 d1adiktuo d1aKIvoUvTal MapAvopd GAPUOKEUTIKA OKEUAOHUATA KAl 1aTPOTEXVOAOYIKA nMpoidvta.

Kd&Be diadiktuakn nnyn ayopds papudkwy eival Mapdvoun Kal Pn eyKEKPIPEVN MO TOUG apHodIous (POPE(S.
H diadiktuakn ayopd @appdkwy evéxel cofapous KivOUVoUg Yid TNV UYEId TwV KATavaAwTwy.

Méavw and to 50% twv GappAKwWVY Mou nMwAouvtal Péow dladiktuou eival MAaotd, voBeupéva, appiBoAou Moldtntag, anoteAEoUATIKOTNTAG Kal
€nIKivduva yia TNV UYEId TV KATAVAAWTWV.

‘OAa ta gpdppaka nou KukAogopoUuv vopipa otny EAMGda npénel va €xouy taivia yvnoldtntag Ty onoia xopnyei o EBvikdg Opyaviopdg @appdkwy
(E.0.®.).

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAdag
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AIAAIKTYAKEZ AFOPEZ:b

Mpootatéyte TG KAPTEG 00U, 6NwG Ba MPOOTATEUES TA ETPNTA COU.

Mnv anoBnkeleig N onpelwVeI§ Tov KwdIKo cou PIN.

Moté punv anokaAurntelg to PIN cou og omoiovonmote.

AnoBnkeuce Tov apiBud enikoivwviag tng Ynnpeoiag arnokAeiopol Kaptwy (tng tpdneddg oou).

E€oikelthoou pEe TOUG YevIKoUg 6poug Kal MpoUnoBETelg tng KAPTag oou.

Mdvta va diatnpeig TNV KAPTa 0oU OTNV KATOXN OoU.

‘Opioe Gpla avAANWNG Kal ayopwv otnv KAPTa GoU MoU avIaroKpivovtal oTIG avAayKesg Gou.

O1 KApTeg Mou €xouv A&el MPENel va aKupwVvovTal Je Komn o NoAAG Koppdtia, (oTe N payvntikin Awpida kal To chip va Kataotpépoval.

Mdvo eykAnpatieg Ba {ntoouy Toug KwdIKoUG TN NAEKTPOVIKNAG TPAMETIKNG GOU 1 Ta OTOIXEID TNG KAPTAG GOU PEGW NAEKTPOVIKOU TAXUDPOEIOU
 tnAepcdvou. OUte n tpdneld oou oUTe 0l AOTUVOUIKEG apxéG Ba oou {ntnoouv Moté KAt TEToI0.

Av éxelg anokaAUyel Toug KwdIKOUG TNG NAEKTPOVIKNG TPAMEJIKNG GOU N TA OTOIXEId TNG KAPTAG 00U OE AYVWOTO ATOH0, AKUPWOE TNV KAPTA Kal
€MIKOIVMVNOE apéow Pe TV Tpdnedd oou.

ZYMBOYAEZ INA AZOAANHZ ONLINE ZYNAAANATEZ

Aydpaoe and agiénioteg nnyEg.
Mpayuatonoince ayopég and etalpeieg KAl KATAOTNRATA Mou YVwPIZeI§ h nou €xelg ayopdoel ava kai éAeyEe TG agiohoynoelg kGBe nwAnth oe
Iotooelideg 6nwg Amazon kai EBay.

‘EAey€e ug enavalapBavopeves XpEWOEIG.
Mpiv ddoeIg Ta otoixeia TG KAPTAG CoU yia TNV NANPwUN piag enavaAauBavopevng unnpeoiag peow O1adiktuou, WAEe Tov Tpomo OIaKOMNG
autng.

MoAAdG 31adIKtuakd Kataotipata {ntolv tThv anoBNKeUon TwV GTOIXEiwV NANPWUNG.
Ykéwou dINAG Mpiv arnogacicelg kKal BeRaloou Gt KAtavoeis Toug KIvaUVoug nou eANOXEUOUV.

Xpnoipornoinoe KAPTEG KAtd TG J1adIKTUAKESG ayOpES.
O1 Neplooo6TePES KApTeG B1aBETouv 1oxupn MOAITIKN Npoaotaciag neAdtn. Eav dev AdBeig to npoidv mou éxelg napayyeilel, o ekdOTNG TNG KAPTag
Ba oe anodnpiwoel.

Befaiwoou yia tnv acpaln diadikacia petapopds deSopEVmV.
Avaghtnoe to oUpBoAo tou Aoukétou otn ypauun URL kal T xpnon twv npwtokdAwv HTTPS kai SSL katd tv nepinynon oto diadiktuo.

%E A i APXHTEIO EAAHNIKHE AZTYNOMIAT
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AIAAIKTYAKEZ AFOPEZ:b

AnoBnkeue navta 6Aa ta napactatikda (€yypapa) nou oxeti¢ovral pe S1a3IKTUAKES ayOpPES.
Evdéxetal va xpelaotolv yia Tov kaBopiopd twv dpwv Kal npolnoBécewy TG ayopds n yia Ty anddei§n tng NANPLNG TV NMPOIGVIwWV.

Edv 8ev ayopddelg GUYKEKPIUEVO MPOIOV N unnpeaia, pnv urnoBAAAeig Ta otoixeia Tng KAPTag cou.

‘Otav ayopdleig péow d1adiktuou and 181,Tn, un otéAvelg xpnpata npokatafolikd otov nwAnti. Edv eival duvatd, diatpnaoe to dikaiwpa
NG NPOTEPNG NapaAaBing twv Npoidviwy (Biadikacia avtkataBoAng).

Mnv otéAvelg xpnpata og Kanolov rnou de YVwpilelg.
Edv kdnolog o npooeyyioel péow d1adIKtuou Kal oou nthael Xpnpata okéwou eav Ba €B1veg PETPNTA € AyVwaoTo MPOowo oto dpopo.

Moté pn divelg Tov ap1Buo tng kaptag cou, to PIN n onoladnnote aAAn nAnpo@opia yia TV KApTa, HEGW NAEKTPOVIKOU taxudpopeiou
(e-mail).

Andguye d1adIKtuakEég ayopég o€ Iotooelideg nou dev xpnaiponolovv nAnpn aubevukonoinon (Verified by Visa/Mastercard Secure
Code).

Moté pun otéAvelg oToixeia TNG KAPTAG COU, PE PN KPUMTOYPAPNHEVO NAEKTPOVIKO Taxudpopeio (e-mail).
Mepikd dladIktuakd Kataotpata ektdg Eupaonng, iowg artnBoulv tv anootoln péow fax, avuypdgou tng kdptag n tou diaBatnpiou oou, wg
gyyunon.

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, Aunehdknnor, T.K. 115 22, ABrnva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnuatog Bopeiou EMGdag
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
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AMNATEZ MEzZQ) AIAAIKTYOY
CN

G

H andtn oto oupBatiké kdopo eival éva and ta nio cuvnBiopéva eykAnpata. H eppdvion, 6pwg, Kal avantugn tou AiadIKtUou, PeYIOTOMNOINCE TG
duvatoTnteg yia d1anpagn vEwV HOPPWV andtng.

‘Onw¢ oupBaivel oTov NPAyUatiKe KOOHO £Tal Kal 0To AladiKTuo, UNAPXOUV AraTEWVES MOU £XOUV OKOMO Va KAEWoUV ta
MPOCWIKA 0ag otoixeia (Gvopa, TNAEPwVO, dieUBuvon K.Ar.), Ta XpNUatd oag, N Kal ta dvo. M' autd anarteital peydAn
npoooxn dtav 6epPApoupe oto Aladiktuo.

Ol KYPIOTEPEZ MOP®EZ AIAAIKTYAKHZ AMATHZ EINAI Ol AKOAOYOEXZ

lonaviké Adtro

mvh» andtn

Spaming

m MPOCWIMIKWY OTOIXEIWV

@ps weudeig diaywviopoUs yia dwPOoEMITAaYEG and YVWOoTEG AAUGIDEG KATAOTNPATWY- 0oUMNeP HUAPKET
mmxh andtn nou undoxetal dwPedv AgPOMOPIKA EICITAPIA

Ftnps TagIdITIKA NAKETA JIAKOMOV.

@ps ONBev ayopég - NWANCEIG AUTOKIVATWY

@ps ayyeMieg evoikiaong otV PEow B1adIKTUoU

@ps npoyvwotikd aBAnTIKwY aywvwy

@ps npdpaon TG JIadIKTUAKES YVWPIUIES

@ps xopnynon daveiwv and pn adelodoTNUEVOUG POPEIG

@ps ™ p€Bodo tou «evdidpeoous - e§andtnon enayyeAuaticv oto diadiktuo (Business e-mail Compromise-BEC)

Andreg pe Ogoeig epyaciag

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAdag
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
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WHOIAKA NOMIZMATA

XOpaKTNPIOTIKG YVWPIOUA TWV YNPIOKWY VOPIOUATWY Eival To YEYOVOG MG N napaywyn, anodnkeuon Kai
dlakivnon toug kaBwg Kal To cUVOAO TwV CUVAAACYWYV MOU MPAyHatonolouvtdl PE autd, YivovTal arnoKAEITTIKA
pEe NAEKTPOVIKO TPOMO.

NA EIZTE IAIAITEPA MNMPOZEKTIKOI KAGQZ

Yndpxel Kivduvog anwAEIag XpNPATwyY Katd tnv npaygatonoinon cuvaAlaywy o€ 31adIKTUOKG aviaAAGKTAPIa YNPIAKWY VOUIOHATWY,
kaBdoov ol MAatpdppeg autég dev undkeivial oe pUBUIoN Kal opIopéves €’ autyv énaucav va AsitoupyoUlv N katappevyoayv,

H a€ia evdg wneiakoU-eikovikoU vopiopatog duvatalr va aMdger duvapikd, eival 18iaitepa eupetdBAntn Kal pnopei akdun kai va
pndeviotel,

To yniakd nopto@oAl anobnkeuong Twv ev AGyw EIKOVIKWV VOUIOUATWY, UNoPEl va UMOKAAMEl, evad N avaktnon tou KAeidioU N tou
KwdIKoU Npdofacng oto ynplakd noptoPoAl, kabiotatal texvika 181aitepa SUOXeEPNG Ewg Kal aduvatn.

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471
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Movaotnpiou 326, T.K. 54 121, Oecoalovikn
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E®APMOrIEZ ZE KINHTA THAEDQNA

MoAAEG Bwpedv epappoyES NMou KukAogopouy yia £€unva Kivntd TtnAépwva (smartphones) pnopei va kpuBouv
noAAég nayideg. M’ autd npiv «kateBAcete» pia epappoyn d1aBAcTte TOUG 6POUG XPNONG Kal GE Mold OTOIXEid
Tou KivntoU o0ag tnAépwvou Ba amoktnoel npoofacn n CUyKekpiyévn e@appoyn (m.x. Aiota enagwyv,
evtoniopog Béong) kal wdate oe kdAmola JIAdIKTUAKN pnxavn avaditnong KPITIKEG Yid TN CUYKEKPIPEVN

epapuoyn.

Eniong to «katéBaopa» UNontwv eGapuoywyV Unopei va gyoAuvel th popntn oag cuckeun (Mobile Malware) kai €tol va xdoete npoownikd

o0ag otoixeia.
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Tnpnoe avtiypaga acpaAeiag.

AIQ=H HAEK/NIKOY ETKAHMATOX

NnOQz NA ANMOTPEVWEIZ

MIA EMNIOGEZH RANSOMWARE;

Xpnaiponoinaoe €va 1oxupd AoyIopIKG NPOOTaciag ano 1oUG.

Alathpnog to oUVoAo Tou AoyIGUIKOU GTOV UMNOAOYIOTH GOU EVNLIEPWHEVO.

Evepyonoinoe tnv enidoyn «Epgavion enektdoewy apxeiwvy otig pubpioeig twv Windows otov unoAoyioth cou.

AiaBdote nepioodtepa: www.nomoreransom.org
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